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ABSTRACT. Security has always been a vital research topic since the birth of software.
A great deal of research has been conducted to determine the ways for identifying and
classifying the security issues or goals. Unfortunately, the highly secure design of software
becomes worthless because the usability of services is very low. Furthermore, usable-
security is in much demand due to high investment in recent years. To improve the
usability of security services, there is a need to focus on usability along with security.
Usable-security attributes have their own impact while integrating security, usability, and
assessment of usable-security plays a crucial role during software development. Within
this context, this paper estimates the usable-security of the two alternatives versions of
the software called version 1 and version 2. To assess the usable-security, authors are
using the Fuzzy Analytic Hierarchy Process (Fuzzy AHP) methodology. In addition, the
impact of the security on usability and impact of the usability on security are evaluated
quantitatively.

Keywords: Software security, Software usability, Usability of security services, Software
development process

1. Introduction. Major quality factors including maintainability, usability, and security
etc., are always considered during software development [1]. Nowadays, developers are
facing usability related problem after delivering the software to end users [2]. Due to
high-security design, software is not usable as it could be [1-3]. Practitioners are trying to
find a solution to this problem. Usability of software increases, if security is usable [4,5].
To achieve the high user’s satisfaction and business continuity, a perfect balance between
usability and security is essential after delivering the software to end users [2] because
increasing security of software decreases the usability [3]. Prevention of un-authorization
is the main aim of security while usability focuses on the ease of users ‘keeping simple’
formula [2,3]. The organization should focus on ensuring usability while preserving the
rights and security of software services.

In this row, practitioners are trying to assess and improve the usability of security
services, quantitatively [6]. Unfortunately, there is very little literature available related to
usability of security or usable-security. In addition, the user is the person who authorizes
the security settings; hence usable and secure services are the need of today’s generation
[7,8]. Also attributes of security and usability play an important role in the assessment
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of the usable-security of software services [9]. Usable-security of software services may
be affected by usability and security attributes including Effectiveness, Efficiency, and
Satisfaction (EES) [10] & Confidentiality, Integrity, and Availability (CIA) [11]. These
attributes contribute to assessing and improving the usable-security of software services.
The assessment of usable-security should not focus only on security but it is important
for the whole usability of software services.

Rest of the paper is organized as follows: the second section discusses the introduction of
usable-security of software services, the third section is describing the assessment method,
i.e., Fuzzy AHP, implements the method and obtains the results. The findings and the
final conclusion are presented in Section four.

2. Usability of Security Services. Software security is an idea or method that is
implemented to prevent software from malicious attacks [12-14]. According to G. McGraw,
software security is about building secure software, i.e., designing software to be secure,
making sure that the software is secure, and educating software developers and architects,
and users about how to build secure software [15,16]. Due to the wide application of
software, security has become a key part of the software development process [13]. In
fact, software faces threats from various potential malicious adversaries that grow every
day, from web-conscious PC applications to complex media communications [14,17].

Security and usability practitioners must learn to work together on both the topics to
create a very well secure software [13,14]. Although it seems to be found odds as usability
and security have an inversely proportional relationship between them. It is revealed
that improving one of them affects the other. Techniques to incorporate security issues
or goals have already been developed [15], but there is missing an important aspect,
i.e., security-usability /usable-security. Usability in the security must be incorporated
into usable security from the very beginning and it should be continued till the security
services are running [16,17]. The International Standard Organisation (ISO) [7] defines
usability as the ability that provides specified services with ease of use to the user including
effectiveness, efficiency, and satisfaction in a specified context of use. According to this
definition, usable-security focuses on the user’s goals (effectiveness), the speed with which
goals are achieved (efficiency), and users’ satisfaction.

Hence, security has three major factors of usability that affect indirectly including
effectiveness, efficiency, and satisfaction. Further, CIA is the pillars of security [17].
This work contributes as an assessment of usable-security through Fuzzy AHP. In this
work, authors have taken six factors of usable-security including confidentiality, integrity,
availability, effectiveness, efficiency, and satisfaction as shown in Figure 1.

Fuzzy AHP is chosen for assessing the usable-security because it is capable of controlling
vague judgmental inputs given by the participants [18-20]. It is also capable of converting
qualitative inputs into quantitative results, in the form of weight and ranking which is

Usable-Security

T

Security (C1) Usability (C2)

Confidentiality (C11) Availability (C13) Efficiency (C22)
Integrity (C12) Effectiveness (C21) Satisfaction (C23)

F1GURE 1. Tree structure of usable-security
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an effective assessment of usable-security [21-23]. To assess the usable-security through
analyzing data and reaching a consensus among experts, this work adopts the Buckley
method [18] and method of the eigenvector is used to evaluate the weights. The Fuzzy
AHP method comprises four major steps as discussed below.

The first step is establishing the hierarchical structure on the basis of the problem. The
problem should be stated clearly and decomposed into a rational system like a hierarchy
[24]. The structure can be determined by the expert’s opinions through brainstorming or
other appropriate methods. The second step is establishing the triangular fuzzy numbers.
Fuzzy set theory is able to handle vague data. A TFEFN is denoted simply as (L, M,U).
Equations (1)-(3) are used to convert the numeric values into Triangular Fuzzy Number
(TEN) [19] and denoted as (L;j, M;;, U;;) where L;; is least possible, M;; is most likely
and U;; is extreme possible events. Further, TEN [r;;] is established as the following:

Nij = [Lij, Myj, U] where Ly < Mi; < Uy

Lij = min (ngk;> (1)
U; = max (Jijr) (3)

In the above equations, J;;;, shows the comparative importance of the values between two
criteria and given by expert k, where ¢ and j represent a pair of criteria being judged
by experts. Further, after the construction of the comparison matrix, defuzzification is
performed to produce a quantifiable value based on the calculated TFN values with the
help of Equations (4)-(6) that is called alpha cut method [19-22].

fa,s(Mig) = [B + Na(Lij) + (1 = B) - na(Hij)] (4)

where 0 < a <1 and 0 < <1, such that,
Na(Lij) = (Mi; — Lij) - @ + Ly (5)
Na(Hij) = Hij — (Hij — Mj;) - (6)

where a and  in these equations are used for the preferences of experts. These two values

vary between 0 and 1. Crisp sets p, g(A) simply describe whether an element is either a
member of the set or not. Single pair-wise comparison matrix is expressed in Equation

(7)-

C, Cy C,
Cy 1 Pap(@ii) -+ pap(dn)
. 3 Co | 1/pa,pas) 1 ot payplazi)
Pa.p (A> = Pa,plli] = . . . (7)
Cn | 1/pap(@i) 1/pas(az) --- 1

The next step is to determine the eigenvalue and eigenvector of the pairwise comparison
matrix. Assume that p denotes the eigenvector while A denotes the eigenvalue of fuzzy
pairwise comparison matrix 7;;.

(a5 (nig) = M- =0 (8)
Equation (8) is based on the linear transformation of vectors, where I represents the
unitary matrix. By applying Equations (1)-(8), the weights of particular criteria with
respect to all other possible criteria may be acquired.
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3. Assessment of Usable-Security. AHP is considered good in analyzing a decision
in a group, but many researchers have found that Fuzzy AHP is more valuable to provide
crisp decisions with their weights too [19-22]. In addition, it has been an important tool
that is widely used to complete priority analysis and adopted by decision makers. To deal
with the uncertainties and ambiguity of human judgment, the authors took a modified
version of AHP known as Fuzzy AHP [23]. For collecting data, authors have taken 50
experts from the different fields of academics and industry. With the help of the inputs
of experts, this contribution aims to evaluate the usable-security. To evaluate the usable-
security, two versions of a software including version 1 and version 2 have been taken. To
assess the best alternative, Figure 1 shows the hierarchy of the usable-security attributes.
Further, Equations (1)-(3) are used to evaluate the triangular fuzzy numbers. The
constructed aggregated fuzzy pair-wise comparison matrix prepared by the researchers
after evaluating judgments from twenty participants is shown in Table 1 to Table 3.

TABLE 1. Aggregated pair-wise comparison matrix at level 1

Security Usability
(C1) (C2)
Security
(C1) 1,1, 1 0.69,0.89,1.10
Usability
(C2) — 1,1,1

TABLE 2. Aggregated pair-wise comparison matrix for security at level 2

Confidentiality Integrity Availability
(C11) (C12) (C13)
Confz(éelnlt)ia“ty 1,1,1 0.66,1.17,1.69 | 0.70,0.95,1.35
In(t(ej:%i)ty — 1,1,1 1.19,1.58,2.15
szzgfilgl)llty _ _ 1,1,1

TABLE 3. Aggregated pair-wise comparison matrix for usability at level 2

Effectiveness Efficiency Satisfaction
(C21) (C22) (C23)
Effeféi;f)r‘ess 1,1,1 0.23,0.28,0.36 | 1.15,1.44,1.70
ETé;e;)cy - 1,1,1 0.31,0.39,0.56
Sat(lzf;zc))‘;lon _ _ 11,1

After constructing fuzzy pair-wise comparison matrices, Equations (4)-(6) are used for
defuzzification. Further, Equation (7) is used to evaluate the single pair-wise comparison
matrix (Crisp set). The next step is to determine the eigenvalue and eigenvector of
the fuzzy pairwise comparison matrix. By applying Equations (1)-(8), the weights of
particular criteria with respect to all other possible criteria may be acquired that are
shown in Table 4 to Table 6 and Figure 2 to Figure 4.



ICIC EXPRESS LETTERS, PART B: APPLICATIONS, VOL.10, NO.8, 2019 669
TABLE 4. Defuzzified matrix and local weights for usable-security at level 1
Se(c(ljli';ty Us(a(lj);l)lty Weights
Se(cé‘sty 1 0.89 0.471
Usz"gél)ity 1.1236 | 0.529
C.R. = 0.002
TABLE 5. Defuzzified matrix and local weights for security at level 2
Conf‘z(éelnlt)lahty In(téigl)ty Ave(lgzigl)llty Weights
Confz‘éelnlt)iality 1 1.17 0.99 0.348
In(té%i)ty 0.85 1 1.63 0.370
A"‘Zgigi)lity 1.01 0.61 1 0.282
C.R. = 0.023

TABLE 6. Defuzzified matrix and local weights for usability at level 2

Effectiveness | Efficiency | Satisfaction Woeichts
(C21) (C22) (C23) &
Effectiveness
(C21) 1 0.29 1.36 0.238
Efficiency
(C22) 3.45 1 0.41 0.366
Satisfaction
(C23) 0.74 2.44 1 0.396
C.R. = 0.035
0.44 046 048 05 0.52 0.54

FI1GURE 2. Local weights for usable-security at level 1
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F1GURE 3. Local weights for security at level 2
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F1GURE 4. Local weights for usability at level 2

The composite priorities of levels 2 to 3 are then determined by aggregating the weights
throughout the hierarchy. The six evaluative criteria are weighed as follows: confidential-
ity (0.164), integrity (0.174), availability (0.133), effectiveness (0.126), efficiency (0.194),
satisfaction (0.209) and satisfaction is most important for usable-security of software ser-

vices.

Table 7 summarizes eigenvector results for levels 1 and 2 and final weights of

usable-security attributes are shown in Figure 5 and usable-security is determined as [21]:

0.164,0.174, 0.133,0.126, 0.194, 0.209] =

[ 0.25 0.27 7
0.24 0.25

0.33 0.24 Version 2
0.25 0.21
| 0.23 0.37

0.27 0.25 Version 1 | 0.257
0.270

|
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TABLE 7. Overall results
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The Local The Local
weights weights Weights for level 3
first of the second of the Overall | Overall
level first level d weights| ranks
attributes 'St attributes| SO Version 1|Version 2
level level
C11 0.348 0.164 4 0.25 0.27
C1 0.471 C12 0.370 0.174 3 0.24 0.25
C13 0.282 0.133 5 0.27 0.25
C21 0.238 0.126 6 0.33 0.24
C2 0.529 C22 0.366 0.194 2 0.25 0.21
C23 0.396 0.209 1 0.23 0.37
Overall Weights
0 0.05 0.1 0.15 0.2 0.25
o R .20Y

I 0.126
I 0.133
N, 0.174

1 [ 0164

N 0.194

FI1GURE 5. Absolute weights of attributes for usable-security

Usable-security of version 2 is higher than version 1, i.e., development of version 2
of software is appropriate. Based on these results, the conclusion focuses on providing
suggestions to developers for enhancing the effectiveness and efficiency of security usability
of software services. In actual scenario, there are various usable-security attributes, which
are present in the software development process [6]. In this research, only six attributes
of usable-security, which affect security have been identified as well as assessed.

4. Conclusion. The different security models are helpful to generate quantitative values
including object-oriented and service-oriented perspective but there is no such measure
available, which can measure security-usability. The model proposed here will help to
evaluate the usable-security of software services and satisfaction of the user. In this
research, usability and security attributes are identified and usable-security of software
services is examined. For the assurance of usable-security, developers need to firstly focus
on availability for ensuring usable-security and software services.
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